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Innovation in automotive technology
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ECU

ECU

ECU

ECU

ECU

ECU

ECU

The beginning of in-vehicle communication

Stand-alone Control Unit Point-to-Point 

communication

Multiplexed 

communication (shared 

medium)

ECU
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on)

CXPI (Clock 

Extension P
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ling)
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a Oriented S

ystems Tran

sport)

BroadR-Rea

ch (100Base-

T1)

AVB (Audio 

Video Brid

ging)

A2B (Auto

motive Au

dio Bus)

Application do

mains

Powertrain, cha

ssis

Body electronic

s

Safety critical Safety-critical a

pplication

Body electronic

s

Camera, displa

ys

Multimedia, tel

ematics

ADAS, connect

ed car

Infotainment, 

connected ca

r, ADAS

Infotainment

(audio)

Architecture / 

topology

Multi-master (1

0-30 nodes)

Single master (

2–10 slaves)

Multi-master (< 

64 nodes)

Point-to-point s

ensor to control

ler

Master-slave Point-to-point/

multipoint / mul

tidrop

Multi-master (< 

64 nodes)

Centralized net

work topology

Switch gatew

ay

Master-slave 

(8 slave)

Data rate 500kbps 19.2kbps 10Mbps 30kbps 20kbps 4Gbps 150Mbps 100Mbps >100Mbps 50Mbps

Physical layer Differential 2 wi

re twisted pair

1-wire Differential 2 wi

re twisted pair

1-wire 1-wire Shielded twiste

d pair copper c

able

2-wire (optical f

iber/ electrical)

Unshielded sin

gle twisted pair

Unshielded 

single twisted

pair

Unshielded s

ingle twisted

pair

Date 1983 2001 2005 2007 2015 2002 2001 2011 2011 2013

Cost/node $$ $ $$$$$$ $ $ $$$$ $$$$$$$$ $$$$$$$

Standard ISO 11898 ISO 17987 ISO 10681 SAE J2716 SAE J3076 ANSI TIA/EIA-6

44-A, TIA/EIA-

899 (M-LVDS)

IEEE 802.3BW IEEE802.1 (by Analog D

evices)

Characteristic - Low speed 

/ fault-toler

ant (125kb

ps) 

- High-speed 

(1 Mbps)

- Flexible da

ta (up to 1

0Mbps)

Cheap X-by-Wire, Reli

able

1-way, digital p

recision

Alternative to L

IN for multiplexi

ng real-time H

MI system

Low power, hig

h speed, low n

oise

Lighter, meet E

MC requiremen

t

Lower cost, red

uce weight

Talker and list

ener via gate

way

Simpler, 32 

upstream an

d downstrea

m audio cha

nnels

Automotive communication bus protocol 
– the variety of format
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Application Domain

Source: Renasas
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Cost vs bit rate

Source: Robert Bosch Automotive Electronics: “CAN FD – CAN with Flexible Data-rate” (2011)

CAN

-FD
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Simpler, lighter and cheaper

• LVDS cable vs twisted pair Ethernet cabling

• LVDS is bulky, heavy and expensive

• Single unshielded twisted pair Ethernet – reduce connectivity by 

80%, cabling weight by 30% (lighter and cheaper)

(from http://www.broadcom.com/blog/automotive-technology-2/the-

case-for-ethernet-in-cars/ )
“The replacement of wiring hardness with LANs in the four doors of 

BMW reduced the weight by 15 kg”
Mentioned in “Expanding automotive electronic system IEEE computer”, Jan 2002

• WEIGHT - Cabling is the 3rd heaviest component in car, (chassis 1st, 

engine 2nd)

COST?

Weight?

• COST - Cabling is the 3rd highest cost component in a car (engine 1st, chassis 2nd)

• Harness are ONE at a time with 50% of cost in labor

10
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Automotive communication bus protocol 
– the variety of format
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Audio Video Bridging (AVB)

- Standard by Avnu Alliance

- Simpler cabling lower weight, increase reliability

- Based on Ethernet

- Many-to-many configuration

- Low latency

- Mix and match high BW Gbps with low BW 100Mbps

- IEEE 802.1BA: Audio Video Bridging (AVB) Systems

- IEEE 802.1AS: Timing and Synchronization for Time-Sensitive Applications (gPTP)

- IEEE 802.1Qat: Stream Reservation Protocol (SRP)

- IEEE 802.1Qav: Forwarding and Queuing for Time-Sensitive Streams (FQTSS)

MOST

AVB
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Replaced by Ethernet?

Source: Bosch Source: Continental
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Coming up next for Automotive Ethernet… 1000Base-T1

• Standard: IEEE 802.3bp(Approved on June 30 2016)

• Higher bandwidth: uncompressed video needs 200 – 800Mbps

• Single twisted pair copper cable

Driver assist system

Ethernet backbone
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CAN Triggering and Analysis
DSOX3AUTO, DSOX4AUTO, DSOX6AUTO

CAN-dbc Symbolic-level Decode & Triggering

▪Controller Area Network

▪Signals: 2-wire differential with embedded clock

✓Multi-node, asynchronous clocking,  event-

driven with arbitration

▪ Primary application: Automotive, industrial 

automation, medical

▪ Baud rate: Up to 1 Mb/s

▪ Encoding: NRZ with bit stuffing
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CAN Arbitration
Non-destructive bitwise arbitration 

R

T

R

S

O

F 10 9 8 7 6 5 4 3 2 1 0

Control Data

Node 1

Node 2

Node 3

Bus
recessive

dominant

Listen only

Listen only

Transmitting Node

ID Field
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CAN Eye Diagram
Network timing budget

t PROP = t XCVR + t BUS + t XCVR + t CONTROLLER

+ t XCVR + t Bus + t XCVR + t CONTROLLER

down

back

Diff Probe +
-

Node A Node B Node C Node N

Transceivers

µControllers

RLRL

CAN_H

CAN_L

Most Distant Nodes

down & back

CAN_H

CAN_L

Note: Scope does not  

“see” tLOOP(A)

= 4 x t XCVR + 2 x t CONTROLLER + 2 x t BUS

t LOOP = 2 x t XCVR + t CONTROLLER

t PROP = 2 x (t LOOP + t BUS) 

t LOOP

t BUS = 5 ns/meter (typical) 
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CAN Eye Diagram
Relationship between clock and bit period

MCU System Clock

(Node A)

CAN System Clock

(Node A)

CAN Bit Period

(Node A)

Baud Rate Prescaler (Programmable)

tPROP(A,B)

tPROP(B,A)

SYNC

SEG
PROP_SEG PHASE_SEG1 PHASE_SEG2

t

tQ

SYNC

SEG
PROP_SEG PHASE_SEG1 PHASE_SEG2

Sample Point

Sample Point

CAN Bit Period

(Node B)
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CAN Eye Diagram

▪ Composite CAN physical layer 

signal integrity test

▪ Unique scope clock 

recovery/synchronization 

algorithm

▪ Shows worst-case amplitude 

variations

▪ Show worst-case timing 

uncertainties and errors 

(dominated by network delays) 

500 kbps CAN-Diff (dominate-bit low)

Network Delay X2

1 Bit Time

75% Sample

Point
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CAN-FD Triggering and Analysis
DSOX3AUTO, DSOX4AUTO

NEW!

Unchanged

• Arbitration

• Acknowledge mechanism

• NRZ Encoding

• Differential

• Bus Topology

CAN FD is the next-generation, higher-performance serial bus protocol for automotive control and diagnostic 

applications. With “classic” CAN 2.0, transmission rates are limited to 1 Mbps because of the event-driven nature 

of this serial bus. With CAN FD, transmission rates increase during the data phase of each frame and maximum 

specified payload sizes are increased from 8 bytes up to 64 bytes. 

Transitioning from CAN 2.0 to CAN FD technology is an easier and more seamless migration path for automotive 

engineers that need to reduce bus loads and increase throughput for today’s more demanding automotive 

applications versus adopting other synchronous bus serial protocols such as FlexRay.  
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LIN Triggering and Decoding
DSOX3AUTO, DSOX4AUTO, DSOX6AUTO

▪Local Interconnect Network

▪Signals: 1-wire, single-ended, with 

embedded clock

▪ Master/Slave relationship

▪ Primary application: Non-safety-critical 

automotive (windows, lock, etc.)

▪ Baud rate: Up to 625 kb/s
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FlexRay Triggering and Analysis 

DSOX3FLEX, DSOX4FLEX, DSOX6FLEX, N5432C,          

N8803C (Infiniium)

▪ Signals: 2-wire, differential, with embedded 

clock

▪ Primary application: safety-critical automotive 

(drive-by-wire)

▪ Baud rate: Up to 10 Mb/s

▪ Protocol: NRZ, multi-node synchronous 

bus/time-division-multiple-access (TDMA)

FlexRay Physical Layer Conformance Test App

23
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SENT Triggering and Analysis
DSOX4SENSOR, DSOXT3SENSOR, DSOX6SENSOR

▪Single Edge Nibble Transmission

▪ Signaling: Single-ended (referenced to ground)

▪ Primary application: Serially transmits 

automotive analog sensor data to ECUs

▪ Minimum “tick” time: 3 µs

▪ Encoding: Pulse-width modulation by nibble 

(12 ticks = 0, 27 ticks = F)

0 F 5 A 2 8 0 9

24



Page

CXPI Triggering and Analysis 
DSOX4CXPI, DSOXT3CXPI

▪Clock Extension Peripheral Interface

▪ Signaling: Single-ended (referenced to 

ground)

▪ Primary application: Serially transmits 

automotive analog sensor data to ECUs

▪ Minimum “tick” time: 3 µs

▪ Encoding: Pulse-width modulation by nibble 

(12 ticks = 0, 27 ticks = F)

NEW!
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MOST Compliance Application Software 
N6466A / N6466B

• Media Oriented Systems Transport

• Supports MOST50 and MOST150 

(cPhy and oPhy)

• 100% compliance test coverage for all tests

• MOST50 compliance testing requires Infiniium

oscilloscopes with 500 MHz or greater 

bandwidth.

• MOST150 compliance testing requires 

Infiniium oscilloscopes with 1 GHz or greater 

bandwidth.

• While the MOST150 cPhy compliance tests 

use a differential probe (1.5 GHz or higher)

26
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BroadR-Reach Compliance Application
N6467A, N6467B

• BroadR-Reach Alliance

OPEN = One Pair EtherNet

• 100Base-T1 Compliance Testing

• Requires Infiniium oscilloscope with 1GHz or greater 

bandwidth
27
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Probing the differential CAN bus
Requires a differential active probe

− Connect “+” input of probe to CAN_H

− Connect “-” input of probe to CAN_L

− Idle = Low

− High = Logic 0 = ~+2 V

− Low = Logic 1 = ~0 V

Probing to view dominant-bit-high Probing to view dominant-bit-low

− Connect “+” input of probe to CAN_L

− Connect “-” input of probe to CAN_H

− Idle = High

− High = Logic 1 = ~0 V

− Low = Logic 0 = ~-2 V

Most CAN specification documents show CAN 

timing diagrams in a dominant-bit-low format.
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Identifying when arbitration happens

▪ Identifying infrequent occurrences of arbitration requires a scope with fast update rate and hardware-based 

decoding to show it.

▪ When multiple nodes transmit dominant bits, more current flows which drives the bus to a lower low level. 

Arbitration
ACK bit
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Zooming-in on the beginning of a CAN message

▪ Repetitive acquisitions

▪ Brake_Torque = ID: 0x211(HEX) = 010 0001 0001(Binary)

3 nodes transmitting

0

2 nodes transmitting

1 node

transmitting

0 0 0 0 011S

O

F

I

D

L

E
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Zooming-in on the beginning of a CAN message

▪ Single-shot acquisition of one occurrence of arbitration

▪ Brake_Torque = ID: 0x211(HEX) = 010 0001 0001(Binary)

3 nodes transmitting

0

2 nodes transmitting

1 node

transmitting

0 0 0 0 011S

O

F

I

D

L

E
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Synchronize on arbitration using Zone Trigger

Zone trigger

1. Trigger on message name or frame ID. 

2. Then qualify triggering on “zone”.

3. Scope locks-in on message only if arbitration occurs.
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Acquisition Time = Memory Depth/Sample Rate

MSO4000X Example:

Max Sample Rate = 5 GSa/s

Max Memory = 4 MegaBytes

Max Acquisition Time = 800 µs

Max Pulses = 2 

800 µs

400 µs

Tradition Deep Memory Acquisition
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#1 #2 #3 #4 #5 #6 #7 #8 #1000

400 ms

Equivalent Memory = Time-span x Sample Rate

2 Giga Samples = 400 ms x 5 GSa/s

……...

Segment #1000

@ t = 400 ms

1000
….…...

4321

Segmented Memory Acquisition

Selectively captures more waveform data                                            

with precise time-stamps for each segment
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Characterizing arbitration frequency-of-occurrence

Infrequent arbitration

Step #1: Trigger on message name or frame ID.

For this measurement example: Trigger = Message: TransGearData
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Step #2: Use Segmented Memory to capture 800 consecutive 
occurrences of “TransGearData”

Trigger = Message: “TransGearData” (Frame ID: 230HEX)

Total Captured Time-span = 6.148 seconds

Equivalent Memory = 30 M points  

Segment #1 @ 0.0 s

Segment #2 @ 8.5 ms

Segment #6 @ 40.55 ms

Stuff bit error

Segment #8 @ 57.46 ms

Arbitration

Segment #800 @ 6.148 sec
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Segment #1 @ 0.0 s

Step #2: Add Zone Trigger qualification to capture “TransGearData”
, but only when arbitration occurs

Trigger = Message: “TransGearData” (Frame ID: 230HEX) with Zone Trigger

Total Captured Time-span = 80.4 seconds

Equivalent Memory = 400 M points  

Segment #2 @ 100 ms

Segment #3 @ 200 ms

Segment #799 @ 80.3 sec

Segment #800 @ 80.4 sec
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Keysight Offering for Automotive Bus

6000X series can support Jitter, 

can support LVDS, clock recovery

•

CAN-FD is not supported by InfiniiVision 2000X
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Recommended probes for CAN and FlexRay

N2818A

Type: Differential active probe

Bandwidth: 200 MHz

Input R: 1 MΩ

Input C: 3.5 pF

Interface: Keysight AutoProbe

CAN accessory: SubD-DB9 probe 

head (0960-2926)

N2791A

Type: Differential active probe

Bandwidth: 25 MHz

Input R: 8 MΩ

Input C: 8 pF

Interface: Standard BNC w/ 

manual probe 

attenuation settings

Power: USB cable or battery

CAN accessory: SubD-DB9 

probe head 

(0960-2926)
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Extreme Temperature Probing

N7013A Differential Probe Extension Cables

(> 2 meters long, 70-MHz BW with N2818A 

for CAN/CAN FD)

N7007A 400 MHz Passive Probe

(2 meters long)

N2797A 1.5-GHz Active Probe

(2 meters long)

New!New!

For testing in temperatures ranging 

from -40 to +85oC
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Example of in-vehicle testing

Example of remote in car testing
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High-Speed Digital Markets & Technologies

Hot spots: 

➢ “Generation 4“ computer buses coming (PCIe4, USB3 10G)

➢ Investments shift towards mobile computing (USB Type-C, MIPI)

➢ Web traffic increase drives datacenter built-out (100GbE & 400 GbE)

Key 

Multi-Gigabit

Technologies

Mobile 

Digital Video
Computing

Front Side Bus

Memory Bus I/O

Datacenter Cloud

Server Storage 

LAN

Communications

Longhaul, Access, 

Wireless Backbone

Aerospace & 

Defense

Sat.Comm

10G USB 3.1

QPI HT3 4x25G 100G Ethernet

24G SASDP

TBT 3.0

SD UHS-II

6G/C-PHY MIPI

HDMI 16G PCI Express

AMB

SATA

28G Fibre Channel
28-56G CEI

XFP

OC-768

PON

Sat.Comm
400G EthernetUSB Type-C
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USB 2.0 (2000)

– 480 Mb/s (high-speed)

– 1 bi-directional link

– 4 signals

(D+, D-, VBUS, GND)

USB Evolution

USB 3.x Device

Super

Speed

Non-

Super

Speed

RX

TX

TX
RX

USB 3.x Host

Super

Speed

Non-

Super

Speed

RX

TX
RX

TX

Type-A Connector Type-B Connector

USB 3.0 (2008)

– 5 Gb/s 

– 8B/10B coded

– +2 new Tx/Rx pairs

– 2.0 backward 

compatible

USB 3.1 (2013)

– 10 Gb/s 

– 128B/132B coded

– 2.0 and 3.0 backward 

compatible
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Industry Drivers for Type C

– Eliminate form factor orientation 

dependency

– Establishes power delivery 

and charging infrastructure

– Enables infrastructure for adoption 

by other standards (i.e. video)
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Alt Mode
A port could wake up as USB 3.1, then get configured to 

DisplayPort 1.3

1.3
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Power Delivery 2.0

• Management of a power network and device modes through a one line interface. 

The interface can set up the network to quickly charge devices with up to 5 

amps, supply power to active cables, discover cable functionality, enable guest 

protocols (Alternate Modes), facilitate device role and power direction swaps.

CC1

VBus

Consumer

Source

Downstream Facing Port Upstream Facing Port

Consumer

Source

CC2/VConn CC2/VConn

mP
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Keysight USB 2.0 Solution 

DSOX4USBSQ or DSOX6USBSQ

N5416A/B USB 2.0 Compliance Test Application

49USB Protocol Triggering and Decode
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Keysight USB 3.1 Type-C Total Test Solution

Receiver TestTransmitter Test Interconnect Test

DSAV254A 

Infiniium

Scope 

SW

HW

Fixture

DUT

M8020A J-BERT High-

Performance Serial BERT

N5990A

USB Compliance

Test Software

E5071C ENA Option TDR 

U7243B

USB Compliance 

Test Software

N7015A/16A

Tx Test Fixture

Cable/Connector 

Test Fixture

Tx

Rx Test Fixture
from USB-IF

Tx

Rx
Cable
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– Automotive Market Trend

– Different types of communication

– Keysight Solutions for Automotive Communication Test

• CAN, LIN, SENT, CXPI, FlexRay, LVDS, BroadR-Reach

• CAN, CANFD, CANdbc labs, SENT/CXPI examples

– Probing requirements

– High Speed Digital Application for Automotive

• USB solution

• DDR solution
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DDR Memory Trends
Overlapping speed in DDR4 and LPDDR4
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DDR4 x4/x8 BGA Interposer

Riser

N2114A 

DDR4 DRAM

Note: All signals available at 

probe points except power, 

Vref, RFU Elevates interposer for smaller 

surface keep-out area

Supports x4/x8 pin-out 

DDR4 BGA interposer soldered 

between PCB and DRAM. Zif

probe heads provide connection to 

oscilloscope 
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Step response

Impulse response

Frequency 

response

DDR4 2400

InfiniiSim on

• DQS (ch2) 

• DQ (ch3)

InfiniiSim off

• DQS (m2)

• DQ (m3)

Probing Correction with InfiniiSim
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Read and Write Data Separation

1. InfiniiScan+ Zone trigger 

• Requires identification of read and  

write data based on phase                         

difference or pre-amble pattern.

2.  Automated compliance test software

• For DDR4 – requires identification 

of read and write data with phase 

difference. 

• For LPDDR4 – requires                            

identification of pre-amble pattern. 

• Both DDR4/LPDDR4 – Logic                      

triggering of command bus with             

MSO

Methods available today
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DDR Automated Compliance Test 
Save cost and time 

Based on JEDEC Specification

- Electrical 

- Timing 

- Eye diagram (mask defined per spec)
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DDR Debug Tool

What is it?

• Identify read and write bursts.

• Make pre and post compliance measurement on 

saved traces.

• Collect statistical result with multi burst 

measurement.

• Navigate to measurement and read/write burst.

• Draw eye diagrams on saved read/write data.

• Display multiple eye diagrams. 
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Offline tool use model with ADS Simulation tool
Test flow from ADS to DDR Compliance Testing

W2351EP DDR4 Compliance Test Bench

Live signal 

acquired by 

scope

Live signal from DUT Compliance app 

performed live on scope

Compliance app 

performed offline on PC
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Introducing Keysight Data Analytics System Architecture 

Site: Miami Beach

Site: Honolulu

Site: Maui

Corporate 

Intranet

ResultsViewer

Scope + App

Scope + App

Scope + App

ResultsViewer

Keysight ADS 

Simulation

HDF5

File format

Repository

59



Page

N6462A LP/DDR4 compliance test software

Microsoft Excel spreadsheet

KS8400A Results Viewer software

N8844A Web ResultViewer

Cygnet Data Analytics N8844A
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DDR / LPDDR Protocol Trigger & Decode
Perform DQ characterization with Protocol view

DQ

DQS

• DQS and DQ 

connected to Analog 

channels

• MSO trigger allows 

trigger of first burst of 

DQS 

• CLK, RAS, CAS, WE, 

CS, ACT on Digital 

channelsWrite latency
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Connect Acquire View & Analyze

Comprehensive DDR Protocol Insight with Logic Analyzer

BGA interposers 

Mid-Bus & 

specialty  Probing

Waveforms

Listing with Decoders

Traffic Overview

Protocol Compliance 

across Speed changes

Performance Analysis Bus Level Signal 

Integrity Insight

Capture highest data rates! 
4 Gb/s

Capture smallest eyes!
100mV x 100ps at probe point. 

Sequential Triggers up to  
2.5GHz or 4Gb/s!

12.5GHz Timing Zoom 
256k deep 

Up to 400M deep traces

DIMM / SODIMM 

Interposers 

New 

B4661A 

Memory 

Analysis 

SW

Proven

4 Gb/s!
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