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Why Embedded Security?
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Anatomy of a Secure Embedded System
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Threat Modelling
Developing Hack-Resilient Systems

• Define system requirements
• Risk analysis
 Security implementation

Next step: How to secure manufacturing?
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Secure Provisioning (Customization)
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How Can Microchip Help?
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constraints (Iron 
triangle)

• Threat analysis 

Development
• Hardware 

integration
• Software 

integration
• Cloud integration

Production
• Key and certificate 

provisioning
• Distribution and 

logistics

Utilization
• End user activation
• Operation
• Sensitive data 

handling

Support
• Software updates
• Vulnerability 

management

Retirement
• Sensitive data 

management
• Device recovery and 

repurpose
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Trust Platform
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Trust Platform Design Suite v2
The Journey to Success
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Trust Platform Design Suite v2
Learning Center
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Trust Platform Design Suite v2
Select Your Security Solution
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Trust Platform Design Suite v2
Cryptographic Asset List and Use Case Implementation
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Slot # Description

Slot 0 Primary private Key

Slot 1 Internal sign private key 

Slot 2 Secondary private key 1

Slot 3 Secondary private key 2

Slot 4 Secondary private key 3

Slot 5 Secret key

Slot 6 IO protection key

Slot 7 Secure boot digest

Slot 8 General data

Slot 9 AES key

Slot 10 Device compressed certificate

Slot 11 Signer public key

Slot 12 Signer compressed certificate

Slot 13 Parent public key or general data

Slot 14 Validated public key

Slot 15 Secure boot public key

Step Use Case basic Steps Where / When

Generate a Validation 
Authority Key pair At customer premises

Generating new rotating 
Public Key At customer premises

Invalidate current key in 
the slot Inside Secure Element

Update and Validate new 
Public key Inside Secure Element

Verify the rotated Public 
key Inside Secure Element
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Trust Platform Design Suite v2
Interactive Application Notes
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Trust Platform Design Suite v2
Use Case C Code
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Trust Platform Design Suite v2
Secure Exchange Package Generation
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Trust Platform Design Suite v2
Select Use Case(s)
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Trust Platform Design Suite v2
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Trust Platform Design Suite v2
Slot details
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Trust Platform Design Suite v2
Secure Exchange Package Generation
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Trust Platform Design Suite v2
Secure Exchange Package Generation
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Trust Platform Design Suite v2
Secure Exchange Package Generation
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Trust Platform: Provisioning Options

Pre-configured YES YES NO

Development Time Lowest Lower Custom

Complexity Lowest Lower Custom

Low MOQ Flow (<100ku EAU) 10 units MOQ 2000 units MOQ 4000 units MOQ

High Volume flow (>100ku EAU) Starting 30 000 units MOQ Starting 30 000 units MOQ Starting 30 000 units MOQ

Secure Key Storage JIL High JIL High JIL High

Use cases TLS authentication
LoRaWan authentication

TLS authentication
LoRaWan authentication

Token authentication
Key rotation

Firmware verification (OTA, Secure boot)
IP protection

Public key attestation
(A-)symmetric Accessories authentication
(A-)symmetric Disposable authentication

Fully customizable

Devices ATECC608 ATECC608 ATECC608
ATSHA204A

TA100



Thank you!
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